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Gio-Safe™

Web Browser Extension enabling CV Hardware Password Manager with Fingerprint

OVERVIEW DOCUMENTATION DOWNLOADS

0

Bio-Safe is a hardware-based password manager built for Broadcom's FIPS 140-2 Level 3 certified
CredentialVault™ (“CV") security chip. Unlike most existing passward management solutions
where user credentials such as username and password are stored either in the web browser
cache or on a remote server, Bio-Safe securely stores credentials within the local client computer’s
CV security chip. Credentials stored in CV are encrypted and accessible only after a user
successfully verifies their fingerprint through the authentication process. Bio-Safe enables users to
log in to websites much more securely and conveniently with the simple touch of a fingerprint.

Bio-Safe is supported on

« Dell Latitude and Precision models containing Dell ControlVault™ (CV) and an embedded
fingerprint reader.

« ATKey Pro fingerprint enabled security key

Features
Security

« Credentials are accessible by the user only after a successful Fingerprint Match-in-CV
authentication

« Stores credentials in tamper resistant FIPS 140-2 Level 3 certified CV security chip
« Damaging malware attacks cannot access CV since it operates in a host-isolated environment
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Bio-Safe™

Web Browser Extension enabling CV Hardware Password Manager with Fingerprint

OVERVIEW DOCUMENTATION DOWNLOADS

If you are looking for older or archived product downloads, please use the documents and downloads search tool.
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Bio-Safe™

Web Browser Extension enabling CV Hardware Password Manager with Fingerprint
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Title
Bio-Safe™ Installation Instructions and User Guide
File Size: Language:
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